L Promantory
l II - Interfimancial Metwork.

Open Position: Senior Security/Network Engineer

Who are we?

Founded in May of 2002, Promontory Interfinancial Network, LLC provides innovative, profit-
building solutions to the banking and thrift industries, as well as to broker-dealers. Promontory is
committed to helping financial institutions manage their liquidity and their bottom lines. Many
institutions look to build customer relationships, bring in short- or long-term funding, or reduce
collateralization. Promontory offers simple, yet innovative, answers to these challenges through
its CDARS® and IND® services.

Of particular interest in today’s uncertain financial market is Promontory’s CDARS service, which
enables institutions to offer customers access to $50 million or more of FDIC insurance
coverage — 200 times the standard $250,000 that most banks can offer on their own, and
perfect for safety-conscious investors given the volatility and fragility associated with today’s
financial markets.

Headquartered in Arlington, Virginia, Promontory Interfinancial Network, LLC is the fastest
growing financial network in the country. Over the past six years, the Network has grown from
five members to more than 2,900 members — representing over a third of the banking industry.

The services Promontory offers have been recognized in over 800 publications nationwide —
The Wall Street Journal, CBS’ MarketWatch, Money, and many others.

Promontory is dedicated to giving back to the community. Its services allow members to support
those in underserved communities. For example, we support socially responsible investor
investments and helped to spearhead the $1 Billion Gulf Coast Rebuilding Challenge
(http://www.gulfchallenge.org/) to promote lending and rebuilding after Hurricane Katrina.

Why would you want to join us?

At Promontory, you can have a great career and a great life. We combine the attractive traits of
a smaller company (e.g., a fast-paced, entrepreneurial and collegial environment where “the
sky’s the limit”) with the sought-after resources and funding of a much larger company. To that,
we add a high growth business and an open culture that’s filled with energy, intellectual
challenge, and lots of fun.

What is Your Role as a Senior Security/Network Engineer?

You would be a key member of our IT team providing support for all aspects of the
Security/Network Architecture & Engineering functions for Promontory Interfinancial Network.

What will be my primary responsibilities?
¢ Install and configure routers, switches, and security devices from various vendors.



¢ Install and configure software systems that support the network infrastructure such as
network monitoring systems, log monitors, DNS servers, firewalls, and IDS/IPS systems.

e Assist systems admin groups in attaching new systems to the network and ensuring that

proper network configurations are implemented

Research and design new networking solutions based on given requirements

Monitor and troubleshoot network errors and performance problems

Research and evaluate new tools that enhance operation of the network

Document procedures and changes.

Participate in an on-call rotation support system.

Occasionally install and maintain systems during evening and weekend hours.

Experience:
e Associates, Bachelor's Degree or 6-8 years-related experience
o Certifications highly desirable (CCIE, CCNP, CCNA, CCSA, CCSE, GIAC, etc.)
e Demonstrable knowledge of networking concepts and technologies.

Technical Skills:
e Experience with Cisco routers and switches and F5 load balancers.

e Excellent Switch, Router, VPN and Load Balancing equipment knowledge.

e In-depth routing protocols experience — BGP, OSPF, HSRP, MPLS, etc.

e Experience with Checkpoint or similar statefull packet inspection firewalls.

e Experience with implementing security through Access Control Lists and Firewalls
e Experience with dynamic routing protocols on large networks

e Experience with SNMP and network management software

e Strong familiarity with TCP and UDP protocols, analyzing packet traces

e Excellent troubleshooting skills

e Familiarity with the installation and support of telecommunications circuits

e Familiarity with Windows and Linux

How do | apply?
Don't just settle for a job, explore our career opportunity. Take the first step by forwarding your
resume to: careers@promnetwork.com (reference Sr. Network Eng in the subject line).

Promontory Interfinancial Network, LLC is an Equal Opportunity Employer and does not discriminate on the basis of
race, color, national origin, sex, religion, age, veteran status, disability or sexual orientation in employment of the
provision of services



